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Setting Up The Panini VisionE Scanner on Windows

1. Once the Panini VisionE scanner is received, install the ink cartridge, plug in the
power connection cable and connect the scanner cable to the USB plug in your
computer and hit ‘Power’ button on back of scanner.

2.

Open browser of your choice and navigate to Scanner page http://192.168.101.1. This will
take you to the Panini landing page. Select Configuration on the left-hand side.
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3. From the configuration page, select Connection Parameter Setup
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Verify that RNDIS (TCP/IP over USB) is selected under USB Mode and that Ethernet is marked

Enabled. Uncheck Ethernet. After you have verified the connections are set correctly, select
Next.
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5. At the bottom of the window, you will see a section labelled HTTPS. Verify that the drop-
down option is listed as Default certificate and that the device name is listed as VisionE.
Next, select Root CA Certificate Download to download the certificate for the VisionE.


http://192.168.101.1/

lmNiNi. Connection Parameters (RNDIS mode)

RNDIS Mode

_ 1P Address 7‘!92 168.101.1 ]
e

Default Gateway

DNS Server 1

DNS Server 2

Manufacturer Name | Panini

Product Name VisionE

Pool Start Address | 192.168.101.100
E0n-board DHCP Server  Pool End Address (192 166 101.200

Lease Time [h] 2 |

Name Resolution

Device Name  |vise-%sn%

DNS Domain Name | panini

ENetBios  Workgroup Name [VisiONE

mDNS Subdomain Name { Local
HTTPS: Default certificate v

Device Name |VisionE Root CA Certificate Download (PEM Format)

Root CA Certificate Download (X.509 DER Format)

[ Set Configuration

6. Certificate types:

For WINDOWS — download Root CA Certificate Download (X509 DER format)
For MAC — download Root CA Certificate Download (PEM format)

Do you want to open or save PaniniV2CA-Cert.crt (1.05 KB) from 10.14.137.1967 Open Save ¥ Cancel

7. Once the certificate has finished downloading, select Set Configuration at the bottom of the
Connection Parameters Page. The Scanner Configuration page will display again. If any
changes have been made to the configuration, a message in red will display indicating that a
reboot is needed. To reboot the device, select Reboot on the left-hand side.
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8. Next, select OK to confirm the reboot

Confirm REBOOT of the scanner?

9. Asecond window will display indicating that the scanner will take about a minute to reboot.
Select OK.



The scanner will reboot shortly.
Please wait for about a minute and try to reconnect.

Close

10. While scanner is rebooting we need to install/trust the certificates. Navigate to Settings in
the Chrome browser.
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Settings
Help v

Exit

11. In chrome settings search for manage certificates and open it:

Settings Security
Q manage certificated x‘ Manage security settings for Microsoft Edge
& Profiles Manage certificates @

) Privacy, search, and services

ER U Rimaries ==

12. Certificate window is open.

Certificates X

Intended purpose: <All> w

Personal Other People Intermediate Certification Authorities Trusted Root Certification ¢ | *

Issued To Issued By Expirati... Friendly Name

54 Ghodewar, Pras... SGAFISCERT02 18-10-2.,

Import... Export... Remove Advanced

Certificate intended purposes
Client Authentication

View

13. Click on Trust root authority in certificate tab



Certificates X

Intended purpose: <All= ~

Intermediate Certification Authorities Trusted Root Certification Authorities Trusted Pub| 4 | ¥

Issued To Issued By Expirati...  Friendly Name -~
AAA Certificate

lAddTrust Extern... AddTrust External ... 30-05-2... Sectigo (AddT...
[lBaltimore Cyber... Baltimore CyberTr... 12-05-2... DigiCert Balti...
I Class 3 Public Pr... Class 3 Public Pri...  01-08-2... VeriSign Clas...
;/COMODO RSA C... COMODO RSA Cer... 18-01-2.. Sectigo (form...
(= Copyright (c) 18... Copyright (c} 1997... 30-12-1... Microsoft Tim...
[DigiCert Assure... DigiCert Assured L.. 09-11-2... DigiCert
[IDigiCert CS RSA... DigiCert CS RSA4... 14-01-2... DigiCert CS R...
[IDigiCert Global ... DigiCert Global Ro... 09-11-2... DigiCert
=INiniCert Glohal ... NiniCart Glohal Rn...  15-01-7...  DiniCart Gloha...

Import... Export... Remove Advanced

Certificate intended purposes

Client Authentication, Code Signing, Encrypting File System, Secure Email, IP
security tunnel termination, IP security user, Server Authentication, Time

Stamping L

14. Click on import to start the certificate import wizard. Click next.
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£# Certificate Import Wizard
Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk ta a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, click Next.

Cancel

15. On import page click on browse to look up the downloads folder where the paniniv2 cert are
downloaded.

= &% Certificate Import Wizard

Flle ta Import
Specry the filz you want to import.

Eile nama:

Browsa...

Mote: More than ona cartificats can be storad in a single fila m the followang formats:
Personal Information Exchange- PXCS #12 [PRXP12)
Cryprographic Message Syntax Smndard- FKCS #7 Certficates [.F7E)

Microsoft Serialzad Cartificata Stare [S5T)

Cancel



16. Select the Panini certificate and select Open.

@ Open X
= ~ 4 ¥ » ThisPC » Downloads w Search Downloads y -]
Organize v New folder = M @

~
la Name Date modified Type Size
# Cuick access
I Desktop N _'.] PaniniV2CA-Cert.crt 11/28/2018 2:06 PM  Security Certificate 2KB
sl 3
J Downloads
%] Documents #
=] Pictures o
% Public *
v
File name: | PaniniV2CA-Cert.crt v| X509 Certificate (".cer”crt) v |

ot

17. Click next to next with import process

€ &% Certificate Import Wizard

[File to Import
Speafy the file you want to import.

File name:
C:\Downioads\Panini2CA-Cert.art | | prowse...

Mote: Mare than one certificate can be stored in 3 single fie in the follwing formats:
Personal Information Exchange- PKCS #12 (PEX, P12)
Cryptographic Message Syntax Standard- PKCS 27 Certificates (P78)
Microsoft Serigized Certificate Store (55T}

[Het ]| concel

18. Verify Place all certificates in the following store is selected and that Certificate Store is listed
as Trusted Root Certification Authorities. Then, select Next

X
€& & Cerdificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the foliowing store

Certificate store:
| Trusted Root Certification Authorities Browse...

anc




19. Confirm the certificate import by selecting Finish.

€ ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you didk Finish.

You have specified the following settings:

[ r] Trusted Root Certfication Authorites
Certificate

File Name C:\sers\Downloads \PaniniV2CA-Cert.crt

Cancel

20. A warning will display indicating that the certificate is about to be installed. Select Yes to
install the certificate.

Security Warning

You are about to install a certificate from a certification
! authority (CA) daiming to represent:

Panini Certification Authority V2

Windows cannot validate that the certificate is actually from
“Panini Certification Authority V2", You should confirm its
origin by contacting “Panini Certification Authority V2°. The
following number will assist you in this process:

Thumbprint (sha1): F658F313 38208EDD D1AA1643 5589B5EC
0D991936

Waming:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk, If you dick
“Yes™ you acknowledge this risk.

Do you want to install this certificate?

]

21. Click OK to confirm the successful import.

Certificate Import Wizard b4

o The import was successful.

22. The scanner is now setup and installed so you are ready to log into Business Online
Banking and scan your check deposits.



